IIpokyparypa ropoaa besoBo pa3bsicHAET:

IIOMHHA Ob OTBETCTBEHHOCTH 3A HPABOHAPYIIEHWA
B C®EPE KOMIIBIOTEPHOU HWH®OPMAIIUUA!

Hopmbl o mpectymieHusix B cdepe KOMIbIOTEpHOW HHGOpMAIMU ObLIN
BKJIIOYEHBI B 3aKOHOJATeNbCcTBO Poccuiickoit @eneparuu B 1996 1. ¢ npuHsiTHEM
HOBOI'O YTOJIOBHOTO KOJIEKCa.

C Tex mop KpuUMHHAJIbHAas CHUTyallus B JaHHOM cdepe 3HAYUTEITHHO
u3MeHuIach. KoMmbproTepHas MpecTymHOCTh cTana Oosee MpoecCHOHATBHON U
npuoOpena MacImTaOHBIA XapakTep: €CIW paHbllle "XaKuHTOM' 3aHUMAaJUCh
OJMHOYKH, TO cewuac B Poccum w1 B Mupe AEHUCTBYET 3HAYUTEIBHOE YHCIO
3aKOHCIUPUPOBAHHBIX OPraHW30BAHHBIX MPECTYIMHBIX TPYMHM, M3BICKAIOIIUX
3HAQYUTEIbHBI  TMPECTYNHBIA  JOXOA W3  JICATEIBHOCTH, CBSI3aHHOM €
nocsiraresbcTBaMu B MHGOPMAIIMOHHOM cdepe.

KomnploTepHasi TeXHHMKa BCE€ 4Yallle HCHOIb3YETCS Il COBEPIICHUS
MPECTYIUIEHUH, MOCITAIONIMX Ha aBTOPCKUE MPaBa; Ha KOHCTUTYLIMOHHBIE MTpaBa u
cBOOO/BI 4YEJNOBEKAa; HAa HSKOHOMMYECKHE M TOCYIapCTBEHHbIE HHTEPECHI.
KubepnpecTylTHUKM  B3JaMBIBAIOT YY)KHE CTPAHUIBI B COIUAIBHBIX CETSX,
MPOTUBO3AKOHHO CIHCHIBAIOT JIEHBI'M C KPEIUTHBIX KApT, BUPTYaJbHBIX CUETOB,
UCIIOJIb3Ys HECAHKITMOHUPOBAHHBIN JOCTYII K pa3IMYHBIM POrpaMMam.

BaxHo 3HaTh, 4TO mpecTymjieHus B cepe KOMIbLIOTEPHON MH(oOpMauuu
3anpeuleHbl YIToJOBHBIM 3aKOHOM 110/ YIPO30H HAKa3aHM.

[TpectynnenusiM B chepe KOMIbIOTEPHON MHPOPMALIUK MOCBAIIEHA TJlaBa 28
VYronosHoro koaekca Poccuiickoit @eaepaunn (YK PD). B Hee BXOaAT Tpu cTaThu
— 272,273, 274.

Crarba 272 YK P® npeaycMaTpuBaeT YroJIOBHYK) OTBETCTBEHHOCTH B
BHU/I€ JIUIICHUSI CBOOOABI 10 7 JIeT 3a HelPABOMEPHBII I0CTYII K OXpaHsAeMO#
3aKOHOM KOMIIbIOTEPHOH uHpopManMu, eciiu 3TO JeSTHUE
MIOBJIEKJIO YHUUTOXKEHUE, OJIOKUPOBAaHUE, MOTU(PHUKAILINIO INOO KOTTMPOBAHUE
KOMITBIOTEPHON MH(MOpMAITUH.

OTBETCTBEHHOCTH 3a JIAHHOE MPECTYIICHUE HACTYIAET MPU HAMYUM TaKUX
IOCJICACTBUM, KaK:

- YHHYTOKeHHe nHpopmanmu;
- OJIoKUpOoBaHue HHpoOpMaLMH;
- moauukanusa UHGOpPMALMH;
- KOMUpoBaHue UHGopmManuu;

YHUYTOKEHHE KOMNbITEPHOU HMHGpOpPMALMHM — 5TO CTUpPAHUE €€ B
namsitd  OBM, ee yTpata npu HEBO3MOXKHOCTH BOCCTAaHOBJIEHUS B
NepBOHAYaJILHOM BHAE B KOHKpeTHOM OBM, cucreme OBM wnm ux cetwu.
YHuutoxeHueM HHQPOpMAIUU He selsemcs IepeuMeHoBanue ¢aiina, r1e oHa
COJICP)KUTCSI, aBBTOMATHYECKOE BBITECHEHUE CTaphIX Bepcuil (aiia mocaeHuMu
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10 BPEMEHH, CTHpaHue (aiiyia mpu OJHOBPEMEHHOM IEPEBOJIE €ro Ha JIPYyrou
MAaIIUHHBII HOCUTEIIb, €CIIA B PE3YJIBTATE TOCTYI IPABOMEPHBIX M0JIb30BaTENEH
K NH()OPMALIMK HE OKA3aJICS UCKIIIOUEH WU CYLIECTBEHHO 3aTPYJHEH.

bJiokMpoBaHUEe KOMILITEPHOW HH(MOPMANMU — 3TO HCKYCCTBEHHOE
3aTpyHEHHE JOCTYIa IOJIh30BATEIC K KOMIBIOTEPHON WH(pOpMAIUu, HE
CBSI3aHHOE C €€ YHUYTOKEHUEM.

Momudbukanmyusg KoMNnbLIOTepHONH HHbOPMAIMH — 3TO BHECEHHE B HEE
M00BIX M3MEHEHHMH, KpOME CBSI3aHHBIX C ajamnTaluei mporpamMmmsl ais OBM
niau 0a3wl TaHHBIX.

KonupoBanue KOMNbIOTepHOH WHGoOpManuM — 3TO IOBTOPEHHE W
YCTOMUYMBOE 3aledyarjieHue €€ Ha MAallMHHOM WM HMHOM O000COOJIEHHOM
Hocutene. Ot konupoBanus B cmbicie YK PO cienyer oTnnyaTe pa3MHOKEHNE
uHpopmanmu. B mocnenHem ciiydae HHpOpManMs TMOBTOPSETCS HE Ha
000CO0JICHHOM OT OPUTMHAJIBHOTO HOCHUTENE, a Ha OPUTHMHAIBLHOM HOCHUTENE
(mampumep, B namsatu IBM 3aBoAsST HECKOJIBKO (DailioB OJTHOTO COJIEpPIKAHMUS)
700 Ha OJHOPOJHOM HOCHUTEJIE, OCTABIIEMCSl B PACHOPSIKEHUHU MOJIb30BATEINA
(Hanpumep, Konus 3aBoAUTCs B namsaTd OBM, oOpa3zyromieil ¢ opuruHaIbHbIM
KOMIIBIOTEPOM CHCTEMY, JHOO Ha JHUCKE, CO3HATEIbHO OCTAaBJICHHOM B
KOMIIBIOTEPE).

JocTtyn K KoMObKOTepHOH _ uHdopMamum —  Bcsikas  (opma
MPOHUKHOBEHHUSI K HEW C HCMOJIb30BAaHUEM CPEICTB KOMIIBIOTEPHON TEXHHKH,
MO3BOJISIIOIIAS. 3HAKOMUTHCS C HEH W MaHUINYJIUPOBATH €10 (YHUUYTOXKATh,
0JIOKMPOBAThH, MOIUPHUITMPOBATH, KOITUPOBATH ).

JlocTyn cCUMTAETCH HENnPaAgoMepPHbIM, eCJIN:
- TUO0 HE UMEET MPaABO Ha JOCTYM K JAHHOW MH(OpMaIUY;

- JIMII0 UMEET MPaBO Ha JAOCTYN K JaHHON MHPOpPMaLUU, OJJHAKO OCYIIECTBIISIET
€ro IIOMMMO YCTAaHOBJICHHOT'O NIOPsAJIKa, C HAPYIIEHUEM IIPABUII €€ 3aIUThI.

IIpeaMeToM mpecTynJeHUsl, YKa3aHHOTO B JJAHHOW HOpME, SIBJISICTCSI HE
mo0as nHpopMaIrs, a TOIHKO KOMITbIOTEpHAst HHGOPMAIIHs, TOCTYM K KOTOPOH
OTpaHWYCH B COOTBETCTBUU C 3aKOHOM. llpu sTOoM TOd KOMNBIOMEPHOI
ungopmayueti ToHUMaeTcss wWHPOPMAIMsI, 3aredarieHHas Ha MalldHHOM
Hocurene, B 9BM, cuctreme 9BM uinm ux cetu.

[Ipectymuienue npeamnonaracT HEMPaBOMEPHBIA JOCTYI K KOMIIBIOTEPHON
uH(pOopMaIi, KOTOPBIA BCErja CBsA3aH C MPOHUKHOBEHHWEM B KOMIIbIOTEPHYIO
CUCTEMY C MOMOLIBIO CHEHUABHBIX TEXHUYECKUX WIIA NMPOTPAMMHBIX CPEJICTB,
C TMPEOAOJICHHEM CHUCTEMBI 3alUTHl ITyTEM HE3aKOHHOTO WCIIOJIb30BaHUSA
JECUCTBYIOIIMX TMapoJiel WIH C XUIIEHUEM HOCUTEIEH KOMIBIOTEPHOU
uH(popMaIuu.

B kauecTBe mpumepa COBEpIICHUS YKAa3aHHOTO MPECTYIUIEHUS MOXKHO
MPUBECTU BCTpEUalOIIMUecss B CyAeOHOM TMpakTHKE YrOJIOBHbIE Jena o



HETPAaBOMEPHOM  JIOCTyIl€ K  OXpaHAEMOM  3aKOHOM  KOMIIbIOTEPHOI
uH(pOpMaIK, KOTJIa BUHOBHBIE JIUIIA UCTIONIB3YIOT YYy>KH€ JIOTUHBI ¥ MapOH JIJIs
noctyna Kk cern "HMHTepHeT", a OIUIaYMBalOT TaKo€ HEMPaBOMEPHOE
UCIOJIb30BaHuE JocTyna K "VIHTepHeTy" 3aKOHHBIE BJIAJIEJIbIbI IOTUHOB U
MapOJIEH.

Cratps 273 YK P® npexycmaTpuBaer yroJOBHYH OTBETCTBEHHOCTHb B
BUJE JIMINeHMs CBOOOABI [0 7 Jer 3a Cco3JaHHe, MCIOJb30BAHUE U
pacnpocTpaHeHue  BPEAOHOCHBIX  KOMIBIOTEPHBLIX  NpPOrpaMMm Ui
HECAaHKIIMOHUPOBAHHOTO  YHHUYTOXKEHHUSA,  OJOKUpOBaHMS,  MOAU(HUKALUH,
KOITUPOBAHUS KOMITBIOTEPHOW MH(POPMAIIMHN WM HEUTPAIU3alUKA CPEACTB 3aIUThI
KOMIIBIOTEPHON MH(POpMaLIUK.

Ilox HECAHKIMOHWUPOBAHHBIM  YHHYTOKEHHEM, OJOKHPOBAHHEM,
Moaupukanmeii, KONMPOBaHUEM MHPOPMAMU TOHUMAIOTCS HE pa3pellieHHbIE
3aKOHOM, COOCTBEHHMKOM HMH(pOPMALMM WJIA JIPYTUM  KOMIIETEHTHBIM
[10JIb30BATEJIEM YKA3aHHBIE ICHCTBUS.

Cozmanue mnporpamMmbl aass DBM — 5310 Hamucanue ee€ TeKcTa C
MOCJICAYIOIINM BBEJICHHUEM ero B maMsTh DOBM uiu 6e3 TakoBOTO.

BpenoHocHasi mporpamMma — 3TO IIPOrpamMMma, 3aBEIOMO NPUBOIAIIAS K
HECAHKIIMOHUPOBAHHOMY YHHUYTOXKEHHUIO, OJOKUPOBAHUIO, MOJU(MUKAIIUN JTHOO
KOMUpOBaHUIO0 MH(opMaiuu, HapyiieHuto padbotsl 9BM, cucrembr OBM unu
HX CETH.

BpenponocHocTs nporpamm uisi OBM onpenensercs HE B 3aBUCHMOCTH OT
UX  HAa3HAUYCHHUA WM  CIOCOOHOCTM  YHHYTOXKAaTh,  OJIOKUPOBATH,
MOJIU(PUITUPOBATh WM KOMUPOBATh HHQPOpPMAIMIO (3TO TUMHYHBIE (DYHKITUU
JIeTaJbHBIX TIPOTPAMM), a B CBSI3U C TEM, MPEATONAraeT JIu UX ACHCTBHE:

- IPEABAapUTEIIBHOE YBEAOMIICHUE TIOJIb30BATENA O XapakTepe IEUCTBUU
IIPOTPAMMEBEI,

- IOJTyYE€HUE €ro Ccoriacusl (CaHKIMMU) Ha JAEHCTBHE.

Hapymienne omHoro w3 93Ttux TpeOOBaHWUU JeNaeT Mporpammy
BPEIOHOCHOM.

Hcronp3oBaHre BPEIOHOCHOMW MPOrpaMMBbI TSl IMYHBIX HYX] (HarpuMmep,
YHUYTOXEHUE COOCTBEHHOU MH(OpMAIuM) HE HaKa3yeMo.

HUcnoab3oBanue mnporpamMmbl s IBM — 5TO BBIIYCK €€ B CBET,
BOCITPOM3BECHNEC M UHBIC JICHCTBUS 10 BBEICHHUIO €€ B XO35HUCTBEHHBINH 000pOT
B M3HAYAIBHOM WM MOJM(PUIMPOBAHHOM (DopMe, a TaKKe CaMOCTOSTEIHLHOS
MPUMEHEHHE ITON MPOTPAMMBI 110 HA3HAUYCHUIO.

Pacnpocrpanenue mnporpammbl _aiasi IBM — 3T0 mpeaocTaBieHue
JI0CTyINa K BOCIIPOM3BEJICHHON B JII0OOW MaTepualbHOU (hopme mporpamme, B
TOM YHCJI€ CETEBBIMU U MHBIMH CIIOCOOAMH, a TaKXKe MyTeM MPOJAXKU, MPOKATa,
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Clladyd BHAEM, IPEJAOCTABICHHS B3aliMbl, a PaBHO CO3JaHHWE YCJIOBHH IS
camMopacipOCTpaHEHHS POTPaAMMBI.

KonuyectBo 1 QyHKIIMOHAIBHOE pa3HOOOpa3ue BPEOHOCHBIX MPOrpaMMm
OUY€Hb BEJIMKO. Bo-TIepBbIX, 3TO TPAIUIIMOHHBIE KOMIIBIOTEPHBIE BUPYCHI, YEPBH,
"TposiHBI", claM, Yy KOTOPBIX OCHOBHAs II€JIb PACIPOCTPAHUTHCS KaK MOKHO
IITUPE WM TIPH 3aITyCKe Ha KOHKPETHOM KOMITBIOTEPE TOBPEAUTH WH(OPMAITHIO
700 HAPYIIMTh HOPMAJBHYIO paboTy KommbioTepa. Bo-BTophix, 3TO Oonee
COBPEMEHHBICE  MOIIECHHUYECKHUE  BPEJAOHOCHBIE  MPOrpaMMbl,  KOTOpHIE
PETUCTPUPYIOT MOCIEAOBATEILHOCTh HAXKMMAEMbIX Ha KIIABUATYpE KJIABUIII,
JeNaloT CHUMKMA JKpaHa TIpU  MOCCIICHUM  MOJIb30BaTEIeM  CaWTOB,
npeajararomx 0aHKOBCKIE YCITyTH, 3arpykaroT Ha KOMITBIOTED
JOTIOJIHUTENIbHBIM BPEIOHOCHBIM KOJ, MPEIOCTaBISIIOT XaKepy Y/JaJe€HHbIN
JNOCTYNl K KOMIBIOTEPY U T. A. OIHOW U3 Pa3HOBUAHOCTEN MOILICHHUYECKUX
MIpOTpamMM SIBJISIFOTCSL BPEIOHOCHBIEC MPOrPaMMBbI JIJIsi OCYIIIECTBIICHUS (DUIITUHTA,
KOTOPBIM 3aKIIOYaeTCd B TOM, YTO CO3JAETCA MOJJIOKHBIA CANT, KOTOPBIN
BBITJISITUT B TOYHOCTH TaK ke, KaK CalT OaHKa WM CalT, MPOU3BOJSALIUN
¢buHaHcOBbIe  pacueThl uepe3 cerb  "HUurepuer". Ilpu  mocemieHuun
MOTEHIMAIBHOTO TOTEPHEBUIETO JaHHOTO (DaJbIIUBOTO CaiTa MPECTYIMHUKU
OoOMaHHBIM IMyTeM JOOMBAIOTCS TOrO, 4YTOOBI OH BBEJI HAa HEM CBOH
KOH(UJCHIIUAJIbHBIEC JJAHHBIC — HAIPUMEP, PETUCTPALIMOHHOE UMSI, TTapOJib UITH
PIN-xon cBoeit OaHkoBckui KapThl. Bce 3Tu mporpaMMbl OOBEIUHSET TO, YTO
OHM TIO3BOJIIIOT COOMpaTh KOH(GUICHIMAIBHYIO HH(POPMAIUIO U UCIIOIh30BaTh
ee JUIsl XUILEHUS JEHET Yy MOJIb30BaTeNei.

Crarba 274 YK P® npeaycMmarpuBaeT YroJIOBHYK) OTBETCTBEHHOCTH B
BH/E JIMIIEHHUsA CBOOOABI 10 S JieT 3a HapylleHHe NPAaBHJ JKCIUIyaTaluH
CPeACTB XpaHeHHs, 00padOTKM WM NepeAadYd OXpPaHsieMOil KOMIIBIOTEPHOM
uHpopmMauuu MO0  MHOOPMAMOHHO-TEJIEKOMMYHUKALIMOHHBIX ~ CeTe U
OKOHEYHOTI0 00OpYyIOBaHMS, a TAaK:Ke MPaBWJ J0CTYyNa K HH(OPMALMOHHO-
TeJIeKOMMYHHKAIMOHHBIM CeTSIM, TOBJIEKIIEE YHUYTOKEHHE, OJIOKHMpPOBAHUE,
MOAU(PUKALIMIO 1m0 KOIIMPOBAHUE KOMITBIOTEPHOU uH(popmaIuu,
NPUYUHUBIIEE KPYITHBIN yiepO.

Drta cTaThsd MPEAYyCMAaTPUBAECT OTBETCTBEHHOCTh 3a HAPYIICHUS IPABHII
skcrryatanuu OBM, cuctembl 9BM uiam UX CETH, MOBJCKIINE YHUUTOKECHUE,
0JIOKMpOBaHWE WM MOIU(DUKAIINIO OXPaHSIEMOW 3aKOHOM HMH(POPMAIINH, €CIH
ATO JesSHUE MPUYMHUIIO KPYIHBIN yiiepO (KpYIHbIN yiiepO MpeBbIMaeT OJUH
MUJUIMOH pyOsiei).

IIpaBuaa skcnayaramuu __ IBM onpenensiorcs  COOTBETCTBYIOIIUMHU
TEXHUYECKUMU HOPMATUBHBIMU aKTaMHM (MHCTPYKIMHM 1O SKCILUIyaTalluHu,
TEXHUYECKHUE OTTUCAHUSA).

Hapymenus npaBuJ >kcrutyataund OBM M0KHO pa3nenurts Ha:

- pusuyeckue — HapyuieHUE TEMIEPATYpPHOTO PEXKMMa, HEMpaBUIILHOE
MOAKTIOYEHUE K UCTOYHUKAM TTUTaHUS U JIp.;


https://pandia.ru/text/category/virus/
https://pandia.ru/text/category/finansi_i_bankovskie_uslugi/
http://www.consultant.ru/document/cons_doc_LAW_303497/5c337673c261a026c476d578035ce68a0ae86da0/#dst978
http://www.consultant.ru/document/cons_doc_LAW_303497/5c337673c261a026c476d578035ce68a0ae86da0/#dst979

- UHmMEe1eKMYanbHble — HEBEPHBIM BBOJI IAHHBIX, HEBEPHOE BEJACHUE AUAIOTa
C IMMPOrpaMMOU U JIp.

OTBETCTBEHHOCTH 3a JAHHOE MPECTYIJICHUE_HACTYNAET, €CIU JEHCTBUSIMH,
HapylmalIMMHi npaBWia skcityatanmu OBM, cuctembl 9BM wnm ux cetu
NPUYUHEH KPYIHBIN yiiepO.

Hanmpumep, yuanuiics IIKOJIBI BO BpeMs ypoKa 110 HH(popMaTHKe, HapsIy ¢
YUYUTENEM, SIBIACTCS JIMIIOM UMeomMM aoctyn kK 9BM, cucteme 9BM wnn unx
cetu. M B caydae HapylleHUs TMPaBWI JKCIUTyaTalldd OH MOXET OBbITh
MIPUBJICYEH K YTOJIOBHOM OTBETCTBEHHOCTH 10 CT. 274 YK, Korja ero aenicTBus
BJIEKYT YHHMYTOXKE€HHE, OJIOKMpOBaHHWE WM MOJAU(PHUKAIIUIO OXpPaHIEMOM
3akoHOM HHpopMaIru DBM U NIpUUUHSAIOT CYIIECTBEHHBIN Bpe/.

Kpome stux crareir B YK P® umeercs eme psa craTed, KacarOIUXCs
MpeCTyIJIEeHUH B cpepe 3ammuThl HH(GOPMALIK, KOTOPbIE MOT'YT COBEpPIIATHCS, B
TOM YHCJIE C UCIIOJIB30BAHUEM CPEJICTB KOMIIBIOTEPHOU TEXHUKH:

- cr. 138 «Hapymenne TaiiHBI TIEPENUCKH, TeICHOHHBIX IEPETOBOPOB,
MOYTOBBIX, TEJETPAPHBIX UM UHBIX COOOIICHUI;

- cT. 283 «Pasrnamenne rocygapCTBEHHONW TalHbDY;
- cT. 310 «Pa3rnamenue JaHHBIX IPEABAPUTEIHLHOTO PACCICAOBAHU» U JIP.

B Koaekce Poccuiickoii @eaepanuu 00 aJMHUHHUCTPATHBHBIX
NPaBOHAPYIIEHUAX TPABOHAPYIIEHUS, CBA3aHHBIC C 3alTUTON MH(OpMaIuHy,
paccMOTpeHbl B riaBe 13 «AIMUHUCTpaTHBHBIE MPABOHAPYIICHHUS B 00JIacTH
cBs3u U uHpopManmu», B TiaBe 20 « AIMUHUCTpPATUBHBIC MPaBOHAPYIICHUS,
Mocsratoure Ha OOMIECTBEHHBIN MOPSA0K U 00IIECTBEHHYIO 0€30MacHOCTb)

- cT. 13.12 «Hapymmenus mpaBuil 3aUThl HHOOPMAITUNY,;
- cT. 13.13 «He3akoHHas 1esTebHOCTh B 00JIACTH 3aILUTHI HHPOPMALIMK;
- cT. 13.14 «Pasrnamenrie HHPOpMaLUU ¢ OTPAHUYEHHBIM JJOCTYIIOMY;

- cT. 20.23 «Hapymenue mnpaBun NPOU3BOJACTBA, XPAHEHUS, NPOJAKU H
OPUOOPETEHHs] CHELHAIbHBIX TEXHUYECKUX CPEJCTB, MPEIHA3HAUYCHHBIX IS
HETJIACHOTO MOJIy4YeHUs WH(OPMaLIUN;

- ¢T. 20.24 «He3akoHHOE UCIOJIb30BaHUE CMECIUAIBHBIX TEXHUYECKUX CPEJICTB,
MpeaHa3HAYCHHBIX JUI HEMJIACHOTO TONy4YeHUs HWH(pOpMAIuu, B YaCTHOM
JETeKTUBHOW WJIM OXPAHHOMU JIEATEIIbHOCTH;

[IpaBoHapylieHuss O ATUM CTaThsIM HAaKa3bIBAIOTCS aJIMHHHUCTPATUBHBIM
mrpagoM B pa3Mepe OT JIECATKOB JIO COTEH ThICAY pyOJield, a Takxke
KOH(pUCKauen HeCepPTU(PUIUPOBAHHBIX, HE3aKOHHO CO3JIaHHBIX,
MPUOOPETEHHBIX WIIK UCTIOIB3YEMbBIX CPEICTB.

OTBEeTCTBEHHOCTh 32 MNPABOHAPVIIEHUA B chepe KOMNOLIOTEPHOM
uHdopmamu Hacrynaetr ¢ 16 Jjer.




